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OBLUWE YKA3AHUA

HacToswmin  chopMynsp yAoCTOBEpSIeT KOMMMEKTHOCTb, [apaHTUPOBAHHOE W3rOTOBUTENEM KavyecTso
NPOrPaMMHOro U3AENUA U COAGPXKMUT yKasaHUR NO ero akcniyaraumu.

lMporpaMmMHOE n3aenve MOXeT NOCTaBNSATLCS B BUAE (IU3NYECKOro Meguanaka (cbusmyeckan nocraeka) nubo
B 3MEKTPOHHOM BUAE NO CETAM NepeAayn AaHHbIX (3NeKTPOHHas NocTaBska).

MNepes 3akcnnyaTauueid HeOBXOAMMO O3HAKOMUTBCS C JAOKYMEHTauuen K nporpaMMHoOMy  U3Jgenuio,
nepeYucneHHon B pasgene « KoMnNNekTHOCTbY.

Mpy anekTPOHHOM NOCTaBKe NPOrpaMMHOrO U3AENUA NULO, OTBETCTBEHHOE 3@ AKCNMYaTaLMIO NPOrpamMmMHoro
u3nenus, pacneyaTbiBaeT TBEPAYIO KOMMIO POPMYNsapa 1 NPOU3BOANT HeoBxoaNMbIE 3anNUcK B pasgenax.

¢>opmynﬂp AO/MKEH HaxoauTbCA B nogpasfeneHu, OTBETCTBEHHOM 3a JKCnnyaTauuk nporpamMmHoro
n3genus.

Bce 3anucu B hopmynsipe NPon3BOAST TOMKO YEPHUNAMK, OTYETNIMBO W aKKypaTHO. MOAYMCTKM, MOMapKV ¢
He3aBepeHHble UCNPaBNEHNS He 4ONYCKATCS.

OBLUME CBEOEHWA

CeefieHns 0 NporpaMMHOM U3aenuu:

HaumeroBsaHve: «Kaspersky Endpoint Security 4ns Windows (sepcus 11.6.0.394)»
Bepcus: 11.6.0.394

O6o3HaveHwue: 643.46856491.00100-04

Hata u3rotoeneHus (3anonHaeTcs Npu UaMYECcKon nocTaske): 3 moHs 2021 r.
HaumerosaHue narotosutens: AO «JlaGopatopus Kacnepckoro»

Anpec: 125212, r. Mockea, JleHuHrpaackoe L., 39A, cTp. 2, Ten. (495) 797-8700.
CepuiiHblit Homep (3anonHseTcs npu duandeckoi noctaske): CMMN8067-51112
Tun HocuTens (Npu U3NYECKOV NOCTABKE): NA3EPHbIA AUCK.

CeefneHns 0 NPUMEHUMOM cepTUdMKaTe COOTBETCTBUS:

Cpok Hayana Cpok oKoH4aHuA
HaumeHoBaHue 1 Homep cepTudhuKaTa PN p— neicTaus WoenTuchukarop
Ceptuchukat cooteetcTans Ne 4068,
BblaaH CT3K Poccum POCC RU.01.4068.000156

lporpaMmHoe U3AENUe ABNAETCH CPEeACTBOM aHTUBMPYCHOM 3aliuTbl W NpeaHa3HavyeHo ANA 3awnTsl OT
BPEAOHOCHBIX KOMMNBIOTEPHBLIX NPOrpaMmM, B TOM Yuchne B cuctemax o6paboTkn AaHHbIX U rOCYAapCTREHHbIX
WHOPMALMOHHBIX CUCTEMAX.

B cooteetctBun ¢ TpeboBaHusMu 0 3awuTe WHADOPMALMU, HE COCTaBMsIOLEN rocyJapCTBEHHYIO TaiHy,
COAepXalieics B rocynapcTBeHHbIX MHOPMaUMOHHLIX CUCTEMax, BBEAEHHBIMA B AEACTBME NpUKa3oMm
®CTIK Poccuu Ne 17 ot 11 dhespans 2013 r., 1 COCTABOM W COAEPKAHUEM OPraHU3aLMOHHBIX 1 TEXHUYECKINX
mMep no obecnedyeHunio Ge30NacHOCTM MEpCOoHanbHbIX AaHHBIX NPU UX obpaoTke B WHOPMALMOHHBLIX
CMCTEMaX NepCoHanbHbIX AaHHbIX, BBEAEHHbIMU B AeiicTBKe npukaszom @CTIK Poccum Ne 21 ot 18 chespans
2013 1., nNporpaMMHOe W3fenue MOXET MCMONb30BaThCA B WHOPMALMOHHLIX cUCTemMax 1 u 2 knacca
3aLUMLIEHHOCTH M Ans oBecneyeHns 3aLMLEHHOCT NEPCOHANbHbIX AaHHbIX 40 1 YPOBHS BKIOYUTENLHO.
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OCHOBHbIE XAPAKTEPUCTUKKN

3.1. KoHTponbHble Cymmbl hainoB MWHCTaNNAUWOHHOIO KOMMMEeKTa NporpaMMHOro u3genus npusefeHbl B
HacTosLweM dopmynspe B Tabnuue 1.
3.2. KOHTpOnbHble CyMMbl WCMOMHAEMbIX (paidnoB NPOrpaMMHOro Usfenus nocne yCTaHOBKW npueeneHbl B
MpunoxeHun 1 K HacTosLeMy OpMynsapy.
Tabnuua 1 — KoHmposbHbie CyMMb! ghalinoe UHCMansyuoHHO20 KOMIIEKMA MpospamMMHO20 u3denus
Ne nn | Wma daitna l Hara coznaHus [ﬂ,nuaa, Bawr [| KC
Karanor D:\
; f9d152233f60af46d2bcbb39ae852b531cf976a315eec31
1 |keswin_11.6.0.394_ru_aesb6.exe 27.02.21 03-42 376331848 15848884c934f1294
’ : : 76591ec9291383644d82a92d3d718%cc64f3f38bfI5e4e3
2 |keswin_web_plugin_11.6.0.394.zip 27.02.21 03-42 93014895 669960253433bcd80
P 8f884cea16732¢229f3e12b493faa29f780a8528ech08d
uToro: cdainos - 2 469346743 273140821f4974d714
S 8f884ceal6732¢229f3e12h493faa29f780a8528ecb08d
BCElO: chaitnos - 2 469346743 273140821§4974d714
KoHey,
KoHTponbHble CyMMbl paccyMTaHbl € WCMOMb3oBaHWEM CpeacTsa  (PUKCALMM  WCXOAHOrO  COCTOSHUSA
nporpammHoro komnnekca «®UKC» sepcumn 2.0.2 (ceptudomkatr PCTIK Poccun Ne 1548, aeictButeneH Ao
15.01.2020 r., nuueHauss Ne LIC 50 — 7400 1629640, 3Hak cooteetcTeua Ne J1629640) no anroputmy «FOCT-
34.11-94, nporpamMHO».
4. OYHKUMOHANBHBIE BO3MOXHOCTHW
4.1. B nporpamMHOM W34enuu peanusosaHbl crneayloLwme @yHKUMK 6e30nacHoCTH:
4.1.1. pasrpaHu4eHne goctyna k ynpasnexuio CAB3:
noadepXky onpefeneHHbix poned gns CAB3 w ux accouvaumn C KOHKPETHbIMW agMUHUCTpaTopamu
6e30nNacHOCTM U aAMUHWCTPaTOPaMu CepBepoB Unu nonb3osarensmu UC;
4.1.2. ynpasnexue pabotoit CAB3:
BO3MOXHOCTb YMOMHOMOYEHHbBIM NOMNb30BaTENsAM (PONAM) yNpasnaTh PEXUMOM BbiNOMHEHWUS (YHKUWA
BezonacHocT CAB3;
4.1.3. ynpasneHue napameTtpamu CAB3:
BO3MOXHOCTb YMOMHOMOYEHHbLIM NOMNb30BaTENAM (PONAM) ynpasnaTbh NapameTpamu HacTPOWKK (yHKUWIA
BesonacHocTn CAB3;
4.1.4, ynpasneHue ycTaHOBKOW oGHOBNeHun (akTyanwsauun) B NMKB CABS:
nonyyeHve n yctaHoeky o6HosneHuit B MKB: B aBTOMaTU3UPOBAHHOM pEXWUME C CETeBOro pecypca; bes
npUMeHeHWa cpeacTs asTomMarun3aumm,
4.1.5. ayaut 6esonacHoctn CAB3:

a) reHepauuio 3anucu ayauta Ana cobbITUiA, noABepraemelx ayauTy,

6) uTeHue nHbopMaumm U3 3anucein ayauTa;

B) accouuauuo cobbiTUiA ayanTa c MAeHTUdKUKaTopamit CybLEKTOB;

r) orpaHudeHve AocTyna K YTEHUH 3anucei ayauTa;

) NOWCK, COPTUPOBKY, YyNOpPAA0YEeHUE AaHHbIX ayanTa;

4.1.6. BbINONHEHWE NPOBEPOK 06 BEKTOB BO3AENCTBIA:

a) BbINOMHEHWE NPOBEPOK C LUenbk oBHapyxeHus 3apaxeHHbix KB obvektoB B dhainosbix obnactsx
HocUTenen WHopMauWu, B ONEepaTUBHOW NamsTh, B CUCTEMHbIX 0bnacTax HocuTenen UHdopmauuu, B
hannax, B TOM YUCNE UCMONHSAEMbIX, YNakoBaHHbIX Pa3nM4HLEIMU CPEACTBaMM apxuBauum,

6) BbINOMHEHUE NPOBEPOK C LieNbio 0BHapyxeHnsa 3apaxeHHbix KB 06bekToB B pexume peansHoro BpeMeHu B
chainax, nony4YeHHbIX No KaHanam nepefa4vv aHHbIX;

B) BbINOMHEHWE NPOBEPOK C LEnbl oBHapyxeHus 3apaweHHbix KB obbektoB No KoMaHAe; B pexume
AUHamMU4eckoro oBHapyXeHUs B NpOLECcCe BbINOMHEHMA onepauunin 4ocTyna k obbekTam; nyTem 3anycka ¢
HeoBxoauMbIMK NapameTpamu PyHKLMOHWPOBAHNUA CBOEro KoAa BHELLHeW NporpaMmon;

r) BbINOMHEHWE nNpPOBEepPOK C LUenbl obHapyxeHus 3apaxeHHblx KB 00bekToB curHaTtypHbiMK W
3BPUCTUHECKUMKW MeTO4aMW,

4.1.7. obpaboTka 06bEKTOB BO3AENCTBUA:

a) yaaneHwe (ecnu yaanerHvue TEXHUYEcKN BO3MOXHO) koga KB 13 onepaTvBHOM NamaTy, yaaneHus gannos, 8
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KoTopbix 06HapyxeHbl KB, a Takke aitnos, noao3puTenbHbx Ha Hanuyue KB, BO3MOXHOCTL nepeMeLLerus
¥ M30NMPOBaHKA 3apaxeHHbIX 06bEKTOB, yaaneHus koga KB ua haitnos u cucteMHbix obnacTeit Hocutenei
MHOpPMaLUK;

6) GnokuposaHWe fOCTyNa K 3apaXKeHHbIM daitnam, B TOM YUCNE NOMyYeHHbIM NO KaHanam nepeaayn AaHHbIX,
akTueHbix KB;

B) npefocTaeneHne BO3MOXHOCTW BrOKMPOBaHWS cepBepa, Ha KOTOPOM OBHapyXeHb 3apaeHHble ainbl
unn BnokuposaHue APM, Ha KoTopom 0BHapyKeHbl 3apaXeHHbIe Mainbl;

r) BOCCTAHOBNEHWE OYHKUMOHANLHbLIX CBOWCTB 3apaXeHHbiX 06 beKToB;

4.1.8. cwurHanusauma CAB3:
oTobpaxeHue curHana Tpesorv 06 obHapyxeHuu KB;

4.1.9. wnaeHTUDMKaUWA W ayTeHTUdKUKaUUA agMUHUCTpaTopa BeaonacHocTu:
BO3MOXHOCTb MAEHTUUKALUMK 1 ayTeHTUMDUKaLUM aaMUHUCTPATOpPoB 6e30MacHOCTU A0 BbINOMHEHUS
(PyHKUWiA Be30nacHOCTM, CBA3aHHbIX C ynpasneHnem 6e30nacHoCTbIo

4.1.10. orpaHuyeHWe NporpammHoi cpeabl:

a) BO3MOXHOCTb KOHTPONA AOCTYyNa Kk BeB-pecypcam;
6) BO3MOXHOCTb KOHTpONS 3a 3anyckom MO Ha 3almuaemom cepaepe unu APM.

[lpumevaHue — @yHkyuu 6esonacHocmu coomsemcmesylom Chnedyrlowum MepaMm 3auumsl UHGOPMauUU &
UHGOPMaUUOHHbIX cucmemax, coenacHo npukasy Ne17 ®CT3K Poccuu, u Mepam no obecrneyeHuro 6e30MacHocmu
nepcoHankHbIX 0akHHbIX, coanacHo npukasy Ne21 @CTIK Poccuu: AB3.1 — Peanusayus aHmusupycHol 3auumel;

AB3.2 — ObHoeneHue 6a3bl OaHHbIX MPU3HaKO8 8PEOOHOCHLIX KOMILIOMEPHBIX NPO2PaMM (8UpPYCos).

5. KOMMNEKTHOCTb
5.1. CseaeHnsi No KOMNNEKTHOCTU NpY (OU3NYECKOI NOCTaBKe NpeacTaBneHsl B Tabnuue 2.
Tabnuya 2 — CeedeHus no KOMMIEKMHOCMU MPOZpaMmMHO20 u3denus npu hu3uyYeckoll nocmaeke
H O6o3HayeHue MNopaakoBbIn
auMeHOBaHWe u3genua 5
. KOHCTPYKTOPCKOIo Kon-so YYEeTHbINA Mpumeyanue
(cocTaBHOW YacTH, JOKYMeHTa)
[IOKyMeHTa HoMep
1. Kaspersky Endpoint Security ans Windows | 643.46856491.00100-04 1 Ha naaepHom
(sepeus 11.6.0.394). UHCTANNALMOHHBII amcke
KOMIMNeKT
2. Kaspersky Endpoint Security ana Windows | 643.46856491.00100-04 30 01 1 B neyatHom
(sepcua 11.6.0.394). Qopmynsp BUae
3. Kaspersky Endpoint Security ans Windows | 643.46856491.00100-04 30 02 1 Ha nasepHom
(sepcua 11.6.0.394). Popmynsp. AUCKE
MpunoxeHue 1
4. Kaspersky Endpoint Security ans Windows | 643.46856491.00100-04 90 01 1 Ha nasepHom
(Bepcust 11.6.0.394). MogaroToBUTENbHbIE avcke
npoLeaypsb! U pyKOBOACTEO MO 3KCNAyaTauui
5. YnaxoBka 1
6. 3aeepeHHas konus BbiaaHHoro dCTIK 1 B neuaTHom
Poccum ceptudukata cooTBeTCTEBMA BUaE
Cuctembl cepTudMKaLMM CPEACTE 3aLuThI
WHopmauum no TpebosaHuam
Be3onacHocTW MHGopMaLn'
5.2. CeeaeHns no KOMNNEKTHOCTM NPW 3NEKTPOHHOI NocTaBke npeacTaeneHsl B Tabnuue 3.

Tabnuya 3 — CeedeHus No KOMNNEKMHOCMU IPO2PaMMHO20 U30enus NpuU 3MeKMPOHHOL nocmaske

MaiviaticnaiiviG S EaRie O6o3HayeHue MopsAakoBbLIA
(cOCTaBHO# YacTH, AoKyMeHTa) KOHCTPYKTOPCKOro Kon-Bo YYETHbIN Mpumeyanue
» AOKY [LOKyMeHTa HoMep

1. Kaspersky Endpoint Security ans Windows
(sepcua 11.6.0.394). MHCTaNNALMOHHBIA

KOMNNeKkT

643.46856491.00100-04

1

B aneKTpoHHoM
BUAE

! 3aBepeHHan Konua cepTubuKaTa COOTBETCTBUS NOCTABNSAETCS NPU ero Hanuyuu. CornacHo n.73 MonoxeHns o
cucTeme cepTudukaLnm CpeacTB 3awmTbl MHopMaL M, 06HOBNEHWA NPOrPaMMHOr0 U3LENUS, HanpaBNeHHbLIE Ha
yCTpaHeHWe yAa3BUMOCTEN, AOBOAATCSH [0 noTpebuTenei A0 NPOBEAEHUS CEPTUMUKALIMOHHBLIX UCTIBITAHWIA.
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HauMeHOBaHM® Hafenus O6o3HaveHune MopagkoBbIA
X KOHCTPYKTOPCKOTO Kon-Bo y4eTHbIN Mpumevanne
(cocTaBHOM HacTH, AOKYMEHTa)
LOKYMeHTa HOMep

2. Kaspersky Endpoint Security anss Windows | 643.46856491.00100-04 30 01 1 B aneKkTpoHHOM
(Bepcwa 11.6.0.394). Popmynsap BUE
3. Kaspersky Endpoint Security ansa Windows | 643.46856491.00100-04 30 02 1 B anekTpoHHOM
(Bepcus 11.6.0.394). Popmynsp. Buae
MpunoxeHue 1
4. Kaspersky Endpoint Security ans Windows | 643.46856491.00100-04 90 01 1 B anekTpoHHOM
(eepcus 11.6.0.394). MoaroToBuTENbHBIE Buae
npoLieaypel W PYKOBOACTBO NO 3KcnnyaTauuu
5. Konua sbiganHoro $CT3K Poccun 1 B aneKkTpoHHOM
cepTUdMKkaTa cooTBETCTBUS CUCTEMBI Buae
cepTUdUKaLMU CPEACTB 3alluThI
uHdopmaLwmmn no TpeboBaHNAM
He30nacHOCTM MHOpMaLik?

6. YKA3AHWA MO 3KCNNYATALUWU

6.1. [porpammHoe nzgenue LOMKHO PYHKLMOHMPOBATL Ha KOMMNbIOTEPAX, UMEILLMX CneayroLlWe KoHgurypauuu
BblYUCNUTENBHOW Cpelbl.

6.1.1. MwuHumansHble obwue TpeboBaHUA:
- 2B cBoBbogHOro Mecra Ha »XeCTKOM OUCKE;
- [lopknio4yeHue K UHTEPHETY ANs aKkTuBauuv nporpammHoro uagenus, obHoenexuns b MKB;
- Mpoueccop 1 My (C NOAAEPKKOA MHCTPYKUUIA SSE2);
- OnepaTvBHaA NamsThb:
o Ana 32-paspagHoi onepaunoHHon cuctemsl — 1 IB;
o Ans 64-pa3pagHon onepaunorHon cuctemel — 2 I'b.
6.1.2. [lMopgepuBaemble onepaunoHHble CUCTEMBI ANs pabounx cTaHumn (32- n 64-paspsaHble Bepcun):
- Microsoft Windows 7 SP1 Home / Professional / Ultimate / Enterprise;
- Microsoft Windows 8 Professional / Enterprise;
- Microsoft Windows 8.1 Professional / Enterprise;

- Microsoft Windows 10 Home / Pro / Education / Enterprise (TH1, TH2, RS1, RS2, RS3, RS4, RS5,
19H1, 19H2, 20H1, 20H2) (c orpaHnyeHusamu) 2.

6.1.3. [opaepxunBaemMble onepaunoHHble CUCTEMbI ANS daitnoBbix cepsepos (64-paspanHbie BEpCUn):
- Windows Small Business Server 2011 Essentials / Standard?;
- Windows MultiPoint Server 2011;
- Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter Service Pack 1;
- Windows Server 2012 Foundation / Essentials / Standard / Datacenter;
- Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

- Windows Server 2016 Essentials / Standard / Datacenter (¢ orpaHm4eHuamu);

2 Konus cepTucurkaTa COOTBETCTBUA NOCTaBNRETCA Npw ero Hanuyuu. CornacHo n.73 NonoxeHusa o cucreme
cepTudUKaLuun cpeacTs 3alnTbl MHopMaLuK, 0BHOBNEHUS NPOrPaMMHOro U3Aenus, HanpaeneHHble Ha
yCTpaHeHue yA3BUMOCTEN, AOBOASTCH A0 noTpebuTenen Ao NpoBeAeHUs cepTUPUKALMOHHbLIX UCNBITaHU.

3 OcobeHHOCTW NogaepKk1 onepaynoHHon cuctemel Microsoft Windows 10 nanoxeHsl B ctatbe 13036
Basbl 3HaHuin CnyxBbl TexHWYecKon nogaepkn: https://support.kaspersky.ru/13036

4 Microsoft Small Business Server 2011 Standard (64-pa3psgHasn) NogaepXuBaeTcsa TONbKO C YCTaHOBNEHHbLIM
Service Pack 1 ans Microsoft Windows Server 2008 R2.
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- Windows Server 2019 Essentials / Standard / Datacenter (c orpaHuyeHnamu)s.
MogaepxvBaeMble BUPTYanbHble NNaTopMsl;

- VMWare Workstation 16 Pro;

- VMware ESXi 7.0 Update 1a;

- Microsoft Hyper-V Server 2019;

- Citrix Virtual Apps and Desktops 7;

- Citrix Provisioning 2009;

- Citrix Hypervisor 8.2 LTSR.
lMporpammHoe n3genue noaaepxuBaeT paboTy co crieayowmmmn Bepcusimn Kaspersky Security Center:

- Kaspersky Security Center 11;

- Kaspersky Security Center 12;

- Kaspersky Security Center 12 Patch A;

- Kaspersky Security Center 12 Patch B;

- Kaspersky Security Center 13.

YcTaHoBka, npeABapuTenbHas HacTPOKa W SKCMNyaTaLmMs NpOrpamMMHOrO 3AENMS AOMKHbI OCYLLECTBASTLCS
B COOTBETCTBWU C 3KCMMyaTaLUMOHHOW JOKYMEHTaLWeN, BXOAALLEA B KOMNNEKT NOCTaBKM.

Wcnonb3osaHne onepaumoHHbix cuctem Microsoft Windows 7, Microsoft Windows 8 u Microsoft Windows
Server 2008 R2 B kayecTse cpeabl (PYHKLMOHMPOBAHUS NPOrPAMMHOrO U3AENWUA JONYCKAeTCs TONLKO ANS
3ameHbl CpeacTs 3aluTbl WH(OPMauWW, paHee YCTaHOBNEHHbIX Ha aTTecTOBaHHbIX Mo TpeGoBaHWAM
BesonacHocT MHOpMaLMK o6bekTax MHopMaTU3aLum.

AkTuBauus nporpamMmHoOro U3genua AomKHa oCyLecTBNATLCA TONBKO C MCNONb30BaHMEM danna knoya.

Ans  coxpaHeHwus GuHaApHOW LENOCTHOCTW  3anpeljaeTcs ycTaHaBnueaTb OOHOBNEHUA BEPCUU
CepTUULMPOBAHHOrO MPOrPaMMHOro M3Aenus, He NPoLUeALLNe CepTUMKALMOHHbIE NCMbITaHWSA. Mopsaok
nony4eHus oBHoBNEHNA, NPOLWEALLNX CEPTUMUKALIMOHHBIE UCNBLITAHWUS, U3NOXKEH B pasaene 17 HACTOsLWEro
thopmynsapa.

Mpeanpusitve, ocyulecTBNAIOLIEE 3KCNNYaTALMIO NPOrPAMMHOTO U3AENNA, AOMKHO NEPUOANYECKM (He pexe
OfHOro pasa B 6 MecsLeB) NPOBEPATL OTCYTCTBUE OOHAPYKEHHbIX YS3BUMOCTEA B NPOrPaMMHOM W34Enuu,
ucnonb3ys CcalT npeanpusiTus-usrotosutens (https://support.kaspersky.ru/vulnerability), 6asy aaHHbIX
yassumocten ®CTIK Poccum (www.bdu.fstec.ru) u uHbie o6Luea0CTYNHbIE UCTOYHUKY.

Mepes Havanom skcnnyatauu NPOrpamMMHOTO W3AEnus HeoBXOAMMO YCTaHOBUTL BCe OOCTYMNHble
oBHoBneHua ucnonsayembix sepcuit MO cpedbl OyHKUNOHUPOBAHUS.

MpumeHeHne mexaHnsma obnayHoi 3awmtsl KSN npu ucnons3oBaHni nporpamMMHOro u3genvs ans 3awuTsl
UHOPMaUMK  OrpaHUuYeHHoro aoctyna  (MHcopmauus, cogepxawan ceBefeHusa, cocTaenswwmne
roCyAapCTBEHHYIO TalHy, KOHUAEHUMaNbHas MHOPMALWA) AONYCKAETCA TOMLKO NPW YCNOBUM COBMECTHOrO
NCNONb30BaHMA C CEPTUULIMPOBAHHbLIM NPOrpaMMHbIM KOMNNEKCoM «Kaspersky Security Center coBMecTHO
c Kaspersky Private Security Network» (643.46856491.00082).

B ocTanbHbIx cny4asx mexaHnam obnadHoi 3awmtel KSN gomkeH BbiTh rapaHTUPOBaHO OTKITKONEH.

® OcoBeHHOCTH NOAAEPXKN OnepaLMoHHbIX cuctem Microsoft Windows Server 2016 u Microsoft Windows
Server 2019 uanoxeHsl B ctatbe 13036 6a3bl 3HaHMi Cnyx6bl TEXHUYECKOI NoaAEePXKKW:
https://support.kaspersky.ru/13036
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NEPUOOUYECKUN KOHTPOJITb OCHOBHbIX XAPAKTEPUCTUK NP SKCMNYATALMUN U XPAHEHWUA

MepuoANYECKUI KOHTPOIb OCHOBHbBIX XapakTEPUCTWK NPU 3KCNNyaTalUuu v XpaHeHWW NporpamMmmMHoOro 3aenus
COCTOMT B NPOBEPKE COXPAHHOCTH UCMOMHSAEMOr0o KOAa, 3anNMCaHHOro Ha HOCUTeNsaxX MHopmauum.

MpoBepka COXPaHHOCTW MPOrPaMMHOIO U3AENWA OCYLIECTBNAETCA NyTeM NoACYETa KOHTPOMbHBIX CyMM
caitnos NPOrpaMMHOro U3Lenus nocne yCTaHOBKW U CPAaBHEHUSA UX C KOHTPOMNbHbLIMIA CyMMaMK, yKa3aHHbIMU
B Tabnuue KC ucnonHsiemsix Moaynei, npueeaeHHbiMI B MpunoxeHn 1 K HacTosLemy opmynspy.

KOHTpOJ‘Ib OCHOBHbIX XapaKTepUCTUK NPOrpaMMHOro U3genusa npoBoAuTCS NpU NepBUYHOM 3aKpenneHumn 3a
OTBETCTBEHHbLIM NMALIOM.

Pe3yn bTaTbl NEPUOANYECKOrO KOHTPOIA OCHOBHbIX XapakKTepUCcTUK NporpamMmmHOro nigenua (bI/II{CMpy}OTCFl B
Tabnuue 4.

Tabnuya 4 — [Mepuodudeckull KOHMPOJIb OCHOBHbIX Xapakmepucmuk npu 3KCrlyamayuu u xpaHeHuu

MNpoBepsieMan XxapaKkTepuCcTHKa [lata npoBeaeHNA 3MepeHus
20T 20T 20 T.
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CBUAOETENLCTBO O NPUEMKE

lMporpammHoe u3nenue «Kaspersky Endpoint Security ans 643.46856491.00100-04

Windows (Bepcus 11.6.0.394)» R
(HaumeHoBaHWe NPOrpPaMMHOro UBAENNA)

COOTBETCTBYET TEXHNHECKUM YCNOBUAM (CTaH4apTy) TY 643.46856491.00100-04

(HOMep TeXHUYECKUX YCNOBWIA UNK CTaHaapTa)

M NMPW3HaHO roAHbIM AN\ 3Kcnnyarauum.

[ata ebinycka 3 uions 2021 r. /
7
7, M.A. Cyxaueea

M.I1.

CBMOETENLCTBO OB YNAKOBKE U MAPKUPOBKE

Pasgen sanonHsieTcs npu oM3nMYeckol nocTaske usgenus.

Kaspersky Endpoint Security dns Windows (sepc,
(643.46856491.00100-04)

HaumeHoBaHue

ynakoeaH (o) AOQ «/labopamopus Kacnepckozo»

HauMeHOBaHWe UNK KOA NPefnpUATUA (opraHusauum)

.;1/ 11.6.0.394)

o06o3HayeHne

(r

cornacHo TpefosaHWAM, NpeayCMOTPEHHBIM MHCTPYKLMEN AMAON.460649.003
MapkuposaHo naeHTudukatopom Ne POCC RU.01.4068.000156, roe:

* nepsas rpynna sHakoe ykasbiBaeT Ha cuctemy ceptudukauum ®CTIK Poccun POCC RU.01.

* BTOpas rpynna 3HaKoB YyKasbiBAaeT Ha HOMep cepTudukata COOTBETCTBUS CpeAcTBa  3alluTbl
WHopmaumu.

* TPETbA rpynna 3HaKoB YyKa3blBAaeT Ha YHUKambHbIA MOPAAKOBLIA HOMEp WaeHTUdbukaTopa
CepTUMUUMPOBaAHHOMO CPEeACTBa 3aLUMThI MHOpMaLK.

KoHTponbHas cymma: 8£884ceal6732c229f3e12bd 93faa29£780a8528ecb08d27314e8a1£4974d714
CepuitHblii Homep: CMIN8067-51112
HanmeHosaHue nonbsosarens: MKKY TO "UMATTO"
Ne cbopku (PO): Ax000407370-MP

[ata ynakoBku 3 mions 2021 .

YnakoBky npou3sen A. A. Haymos

W3nenve nocne ynakoBKW NPUHAN M.A. Cyxayesa

M.TT.

lNpumeyvarue. @opmy 3anonHaOM Ha npednpuamuu, npouaeoéuswem YraKkosky.

Mpu 3NeKTPOHHOW noCTaBke MNPOrpaMMHOE M3Aenue ACMNONHUTENbHO MapKUpYyeTCA C npUMMEHeHWem
aneKTpoHHOU noanucu. OnucaHve npoueaypsl NPOBEPKM ANEKTPOHHON NoAnucy npueeaeHo B pasgene 16
HacTosLero popmynspa.
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FAPAHTUMAHBIE OBA3ATENLCTBA

B nepuod rapaHTUiAHOro obcnyxueaHus npeanpuaTue-paspaboTynk OKasbiBaeT TEXHUYECKYIO NOAAEPMKKY B
obbeme, ykazaHHOM B pasgene 11 HacTosAllero gpopmMynsapa.

lapaHTWiiHOE W nocnerapaHTUAHOe oBcnyxuBaHWe nporpaMMHOro W3fenusa ocylwlecrenaerca: AO
«JlaBopaTopusa Kacnepckoro» (125212, r. Mockea, JleHnHrpaackoe wocce, 4. 39A, cTp. 2).

TEXHUYECKAA NOOOEPXKA

Warotosutens npuHumaeT Ha cebsa obaszaTenbcTsa NO TEXHWYECKON NOAAEpXKKEe NporpammHOro W3Aenus B
obbeme, ykaszaHHOM Ha CTpaHuue https://support.kaspersky.ru/support/rules Be6-caitTa M3rotoBuTens.

. B nepwoa okazaHus TeXHWYECKoM noAAepPXKW U3roToBUTENb rapaHTUPyeT OCYLIECTBNEHWE NMPOrpaMmMHbIM

n3genvem (yHKUMOHANbHbIX BO3MOXHOCTEW, W3NOXEHHbIX B HAacToswem dopmynspe, npu cobniogernu
none3oBarenem TpBﬁOEaHMF'I no aKcnnyatauuun, N3NoXeHHbIX B C-)KCI'IJ'IyaTaLI,MOHHOIﬁ AOKYMeHTauuu.

. CpoK OKaszaHUs TexXHW4Yeckom NOAAEPXKW ANs NporpaMMHOro  U3fenus ykasaH Ha CTpaHule

https://support.kaspersky.ru/support/lifecycle BeG-canta wsrotoBuTeENs. W3roToBUTENb HE MO3QHEE YEM
32 1rof Q4O OKOHYaHUS MpPOM3BOACTBA W (MNKW) TEeXHUYECKOW NOAAEPNKKW nporpaMMHOro W3Aenus
nHbopmupyeT o6 aTom noTpebutenein n PCTIK Poccuu.

MporpammHOe W3Zenue, WCNonb3yeMoe nocfe npekpalleHua TexHWYecKoW NOLAEpHKW, He HABMNAETCH
cepTudULMpPOBaHHbIM.

. WMarotoButenb npuHumMaet Ha cebs ofs3aTenbcTBa Mo nowcky owwbok peanusauunm W ys3BUMOCTed B

NPOrpaMMHOM U3OeNuK Ha NPOTSKEHUU CPOKa AEHCTBUA TEXHUHECKOR NOAAEPXKKN, a Takke oba3aTenscTea
No CBOEBPEMEHHOMY WH(OPMMPOBaHWK NoTpebuTens O HaWdeHHblX OWWbKax U YyA3BUMOCTAX NyTEM
PacChINKK 3NeKTPOHHOW NoYThI, a Takke nybnukauuu Ha cTpaHuue https://support.kaspersky.ru/support.

CBEOEHWUA O PEKITAMALINAX

Peknamauuv npeassasnstotca B agpec AO «Jlabopatopus Kacnepckoro» (125212, r. Mocksa, JlenuHrpaackoe
wocce, 39A, cTp. 2) B NUCbMEHHOM BWE C ykasaHvem AaTbl 0GHapyXeHUs HeucnpaBHOCTW, COAEPKaHNS U
YyCNOBWUA BO3HUKHOBEHUSA HEUCTNPABHOCTU.

Peknamauyun noannCbIBAOTCA PYKOBOAUTENEM nMoApas3fAeneHus, NpUHMMANLWEero W akcnnyatupyrolero
nporpaMmmHoe nsgenuve.

CeegeHus 0 peknamauunax 3aHocATes B Tabnuuy 5.

Tabnuua 5 — CeedeHus 0 peknamayusx

Moanuck OTBETCTBEHHOTO

Data ConepxaHue peknamaumm Mepb!, NPUHATLIE NO peknamMauuu S
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CBEAEHWA O XPAHEHWU

Mpu husnueckoit NocTaske NporpaMmMHoe U3aenue AoMKHO JONYCKaTb NePEeChINKy 3akazunky (noTpebutento)
B TapHOW ynakoske Ha noboe paccTosHue.

Mpn 3neKkTPOHHOW NOCTaBke NpOrpaMMHOe M3Aenue pacnpoCTPaHseTcs no ceTsam cBA3W. [poueaypa
nony4YeHns NporpaMMHOro U3Aenua onucaxa B pasgene 16 HacToswero hopmynspa.

Hocutenu uHbopmauun B ynakoeke AOMKHbI XPaHWTLCA B OTanNMWBaEMOM MOMELLEHUA C TemnepaTypoi
Bo3ayxa oT 10 ao 40°C) u MakcumanbHoi OTHOCMTENbHOW BnaxHocTbi He Gonee 80% npu 25°C 6e3

KOHOEHCauMu Bnarn BHYTPW MOMELLEHUA, Npu OTCYTCTBUMWU B BO3AYXe MAPOB KUCMOT, LUEnoYei W apyrux
arpeccuBHbIX NpUMecen.,

YCnoBsuaA XpaHeHus QOMKHbI MCKNIOYaTh Pe3k1e U3MEHEHUA TemnepaTypbl (He Gonee 10°C/4yac) U BNaXHOCTH
OKpyxatoLlero Bosgyxa (He Gonee 10%/4ac).

CBeAeHusA 0 XpaHeHUn HocuTenen MHopMaLni C NPOrpamMMHbIM U3AENMEM 3aHOCATCS B Tabnuuy 6.

Tabnuya 6 — CeedeHus 0 xpaHeHuu

ara OMKHOCTb, haMUNNA U NOANUCH
A YcnoBua xpaHeHus A & A
CTAHOBKM Ha XpPaHeHWe | CHATHUA C XpaHeHuA NMLa, OTBETCTBEHHOTO 32 XpaHeHue

CBEOEHWA O 3AKPENMEHWX NPOrPAMMHOIO U3AENUA NPU 3KCNNYATALUMK
CBefieHuUs 0 3aKkpenneHnn NporpamMMHOro U3AENUs Npu 3KCNyaTaunn 3aHocaTes B Tabnuuy 7.

Mpy NepBr4HOM 3aKpenneHun HeobXoAUMO MPOBECTH KOHTPOMb KOMMNEKTHOCTM MPOrPaMMHOM0 W34enus
(cm. pasgen 5).

Tabnuya 7 — CeedeHus 0 3aKpenneHuuy npospamMmmHo20 u3denus npu sKenayamayuu

[lonxHocTb ®amunus Homep v para npukaza Moanuck
OTBETCTBEHHOIO NMUa | OTBETCTBEHHOIO Nuua 0 Ha3HaYeHum 06 ocBOBOXAEHMN | OTBETCTBEHHOro nuua
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15.1. CeepneHusi 06 nameHeHusx 3aHocATcs B Tabnuuy 8.

Tabnuya 8 — CeedeHus 06 U3MEHEHUSIX

OcHoBaHue
(BXOASAWMHA
HOMep
conpoBogu-
TenbHOro
[LOKYMEHTa U
fara)

[ara
npoBefeHuA
M3MEHEeHUA

CopepxaHue n3aMeHeHus

Mopsako-
BbIW
HOMep
u3me-
HeHWUA

LlomxHoCTh, tha-
MUNKA U nog-
NMAUCb OTBeT-
CTBEHHOro nuua
3a npoBefeHun
W3IMEeHEeHUuA

Moanuce nuua,
OTBETCTBEHHOIO
3a aKcnnyarauuio
nporpaMMHoro
uagenusa
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NONYYEHUE NPOrPAMMHOIO U3AENUA NMPU 3NEKTPOHHOM NOCTABKE
MopsiAoK NONYYEHWS NPOrPAMMHOI0 U3LENUs:

Mony4yeHwe NpOrpamMmHOro W3genus OocylecTBnAeTcA nyTem 3arpy3kn AuctpubyTtvea ¢ Beb-caita AQ
«labopaTtopua  Kacnepckoro»  (https://support.kaspersky.ru/common/certificates). MognuHHoCTE W
LieNoCTHOCTb NPOrpaMMHoro nagenus obecnedyusaeTcs NPUMEHEHUEM SNEeKTPOHHOR NOAMNMUCH.

MopAgok akennyaTaumm NpOrpaMMHOro N3genus:

1). Mocne 3arpysku AUCTPUBYTUBA NPOrPaMMHOro U3AENUA C KOMNNEKTOM 3KCNNyaTaUUOHHON AOKYMEHTaLMUM
HEeobxoaMMO MPOW3BECTM NPOBEPKY €ro NOAMWHHOCTM U LENOCTHOCTU MyTEM MPOBEPKU 3MEeKTPOHHOM
noanucy.  [lopanok  npoBepkM  NOANWMHHOCTA — 3NEKTPOHHOW  MNOANMCM  M3NOXEH B CTaTbe
https://support.kaspersky.ru/15257.

2). lMpu HeoOXoAMMOCTM 3anucaTb WHCTANNAUMOHHBIM KOMMNMEKT Ha (U3NYECKUA HOCUTEenb W
NPOMapKMpoBaTh ero WAeHTUMUKaTOPOM, YKka3aHHbIM B N.2.2.

3). TpousBoguTe 3KCnnyaTauuto OOHOBMEHHOrO MNPOrPAaMMHOTO  U3Oenus B  COOTBETCTBUM  C
3KCNNyaTaunoHHOW JOKYMEHTaUWe.

OBHOBNEHUE NPOrPAMMHOIO U3OENUA
Twnbl 0BHOBNEHMWA NPOrPAMMHOI0 M3genus.

PaccmaTpusatoTes cnegytolime Tunel 0GHOBNEHWIA NPOrpaMMHOro N3genus:

- obHoBnewue 0a3 naHHbIX, HeoBxoauMbIX NS peanu3auun yHKuWii GesonacHocT (oBHoBReHWe
BL MKB);

— obHoBneHue, HanpaBneHHOEe Ha YyCTPaHEHUE YA3BMMOCTEN;

- oOHoBneHue, HanpaBneHHoe Ha [oGaBneHWe W/WnW COBEPLUEHCTBOBAHWE peanuaaunu yHKUMIA

6e30nacHoOCTH, Ha paclMpeHne Yucna noaAepKMBAEMbIX NMPOTrPaMMHbBIX M annapartHbix nnatopm
(oBHOBNEHWE BEPCUM NPOrPAMMHOI0 U3OENUS).

YBegoMmneHusa o6 oBHOBNEHUAX NPOrpaMMHOro U3genus.
YBefomnenun o6 obHoenenwn B[] MKB peannsoBaHbl Ha NPOrpaMMHOM YPOBHE.

YBenomneHnus 06 o6HapyxeHHbIX YA3BUMOCTAX, OGHOBNEHNSX, HANPaBNEHHbIX Ha YCTPaHEHWE YA3BUMOCTEN,
1 0BHOBNEHUAX BEPCUM NPOrPaMMHOro U3Lenus JOBOAATCA A0 noTpebuTenen nyTem oTnpasku coobLieHwii
Ha agpeca aNeKTPOHHOM NOYThI, yKa3aHHbIE NpKU 3aka3e NPorpaMMHOro U3Aenust nu NOAMUCKE Ha Pacchinky
«HoBocTu o cepTuduumpoBaHHbIX npogykTax» (hitps:/support.kaspersky.ru/email subscriptions/form).

Mopsaok nony4eHnsi oOBHOBNEHWA NPOrPaMMHOro U3aenwvs.

Mony4yeHwe oOHOBNEHWIA BEPCUM NPOrPaMMHOI0 U3AENUS UMW OBHOBMEHWIA, HanpaeneHHbIX Ha ycTpaHeHune
yA3BMMOCTEN, OCYLUeCTBNAETCA MNyTEM 3arpys3kM COOTBETCTBYKLUEro avctpubytmea € KOMNMNEKTOM
M3MEHEHHOW aKcnnyaTauuoHHOW AokymeHTauuw ¢ Beb-cailta AQO «JlaBopatopus Kacnepckoro»
(https://support.kaspersky.ru/common/certificates). MoanMHHOCTL 7] LenoCTHOCTb obHoBnEeHUN
obecneynBaeTCcs NPUMEHEHWEM 3MEKTPOHHOR NOANUCH.

Mopsaaok NnpuMeHeHWs 06HOBNEHWA NPOrPAaMMHOro U3aenus.

1). TMocne 3arpy3kn annoB OOHOBNEHWA NPOrpaMMHOrO U3AENWS W KOMNNEeKTa W3MEHEHHOM
JKCNNyaTauMoHHOW AOKYMEHTaLUMM NPOW3BECTM NPOBEPKY MNOAMNMHHOCTA U LENOCTHOCTU 3arpyeHHbiX
(haiinoB nyTem NpoBepKW ANEKTPOHHOW noanucu. MopsAaock NPOBEPKU NOANWHHOCTM 3NEKTPOHHOM NOANUCH
n3noxeH B ctatbe https://support.kaspersky.ru/15257.

2). lpu HeoBGXOAMMOCTM 3anucaTb MHCTANMSAUWMOHHBIA KOMMMEKT Ha GU3UYECKUit HocuTenb U
NPOMapKMpoBaTh ero naeHTUMUKaToOpoM, ykasaHHbIM B N.2.2.

3). BHeCTV nameHeHns B 3KCNNyaTaUMOHHYIO JOKYMEHTALMIO, PyKOBOACTBYACH MHCTPYKUUSIMU B BronneTeHe.
anI HGOﬁXOﬂHMOCTM 3aMeHWTb UCNONb3yeMble 3KCNNyaTalyuoHHbIE JOKYMEHTEI HOBBIMW peaakunamu,

4). lpn HeobXOAMMOCTM BHECTW M3MEHEHUA B HACTPOWKM NPOrpaMMHOrO W3AEnws, PYKOBOACTBYACH
WHCTPYKUUAMK B BlonneteHe.

5). MNpoun3BoanTb 3KCnnyaTaumo 0BHOBNEHHOrO NPOrPaMMHOrC M3Aenus B COOTBETCTBUW C OBHOBMEHHOM
aKcnnyaTtauMoHHON AoKyMeHTaumnen.

6). lMpn HeobxoaMMOCTM NPOMapKNPOBaTh 3aMEHEHHble BEepCUM 3KCMNYaTauWOHHbIX JOKYMEHTOB,
AncTpubyTuBa, KONWU cepTUUKaTa COOTBETCTBUS Kak 3aMEHEHHbIE U XPaHUTb BMECTe C akTyanbHbiMu
BEPCUSMM.
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18. OCOBbIE OTMETKMU

18.1. lMpunoxeHue 1 BbINONHEHO B BUAE OTAENLHOrO AOKyMeHTa 643.46856491.00100-04 30 02 B 31€KTPOHHOM
BUAE.



